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Introduction

The purpose of this Policy is to authorize the use of electronic signatures on internal Town
documents while allowing the Town to balance the need for flexibility with the need for
signature security and integrity. Electronic signatures reduce the amount of paper and time as
well as cost associated with exchanging, transmitting, submitting and approving physical

documents while also providing an audit trail indicating when documents were signed and/or
modified.

This Policy:

= Establishes that electronic signatures shall be effective on internal Town documents
including administrative forms, finance and purchasing documents, operational
approvals, service and permitting applications, utility service documents, code
enforcement and public safety forms, recreation and facility documents, boards,
committees, and council documents, planning and development submissions,
communications and compliance records, and contracts that do not require recording,
provided the security and integrity guidelines in this policy are followed; and

= Establishes standards for acceptance of different forms of electronic signatures; and

= Authorizes the Town Manager, or their designee, to determine the particular technology,
software, and vendors that will satisfy the above referenced guidelines.

= Does not apply to documents that are required by law to be notarized, recorded, or
executed with specific formalities, which shall be governed by applicable law.

Legal Framework

In 1998 the North Carolina legislature passed the Electronic Commerce Act (Chapter 66, Article
1T1A) to facilitate “electronic commerce with public agencies and regulate the application of
electronic signatures when used in commerce with public agencies.” In 2000, North Carolina
enacted the Uniform Electronic Transactions Act (UETA) which provides in part “...if a law
requires a signature, an electronic signature satisfies the law provided it complies with the
provisions of this Article.” N.C.G.S §66-58.4 authorizes public agencies to use and accept
electronic signatures pursuant to either Article 11 or Article 40 (UETA) of Chapter 66 of the NC
General Statutes. On June 30, 2000 the United States Congress passed the Electronic Signatures
in Global and National Commerce Act (E-SIGN) which established that a contract or signature
“may not be denied legal effect, validity, or enforceability solely because it is in electronic form”
which guarantees on the federal level that electronic signatures will have the same legal effect as
a manual or “wet” signature.
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Reservation of Rights

Nothing in this Policy shall be construed to require the Town to accept an electronic or digitized
signature in all circumstances. The Town reserves the right to require a manual (“wet”) signature
on any document where required by law, where necessary for recording purposes, or where
deemed appropriate to protect the Town’s legal or financial interests.

Definitions

= Authentication — The process of verifying that a document is genuine or original or in
the case of electronic documents, it is the process of confirming a user’s identity.

= Digital Signature — A string of electronic data that is embedded in an electronic
document for the purposes of verifying document integrity and signer identity.! A digital
signature uses public key infrastructure technology to protect the document from
tampering and creates a date/time stamp. A digital signature is a type of electronic
signature.

= Digitized Signature — A scanned image of a manual or “wet” signature. For the purposes
of this Policy, digitized signatures shall be considered electronic signatures.

= Electronic Record — A record created, generated, sent, communicated, received, or
stored by electronic means.?

= Electronic Signature - An electronic sound, symbol, or process attached to, or logically
associated with, a record and executed or adopted by a person with the intent to sign the
record.’

= Metadata — Structured information that describes, explains, and/or locates an electronic

file and can determine who created the document and where it originated.*

“Digital Signature Policy Guidelines Version 1.1.” Office of State Controller, and the North Carolina Department of
the Secretary of State, and North Carolina Department of Cultural Resources, Division of Archives and Records,
March 2014.

2Uniform Electronic Transactions Act — N.C.G.S. Chp. 66, Art. 40.

ESIGN, 15 U.S.C. chp. 96

“Metadata as a Public Record in North Carolina: Best Practices Guidelines for Its Retention and Disposition.” North
Carolina Dept. of Cultural Resources, Nov. 2010, Metadata Guidelines.

3 Uniform Electronic Transactions Act — N.C.G.S. Chp. 66, Art. 40.
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Security Procedure

The use of an electronic signature shall have the same force and effect of a manual signature if
all of the following conditions are satisfied:

1. The signature is capable of verification.

2. The signature is under the primary control of the individual, with reasonable
safeguards to prevent unauthorized use.

3. The parties to the agreement consent to the use of electronic signatures.

4. The signature is linked to the data in a manner that is readily ascertainable if the data is
changed after the signature is applied.

The Town Manager or their designee shall determine acceptable technologies and vendors under
this Policy that are consistent with industry best practices and North Carolina state law to ensure
the security and integrity of the data and signature.

Any electronic signature software provider must use industry-standard encryption and
authentication methods consistent with guidance from the National Institute of Standards and
Technology (NIST).

Digitized Signatures may be accepted by the Town, and applied by Town staff, when the
following conditions are met:

1. The digitized signature must be authorized by the signing party and its appearance
should be consistent with the signatory’s usual style and format.

2. The digitized signature must be kept as a TIF, PDF file, or other format approved by
the Town Manager in accordance with current digital signature regulation.

3. All parties to the internal Town document agree to accept digitized signatures.

The parties to any document governed by this Policy shall agree to conduct the transaction with
electronic or digitized signatures as determined by the language of the document, the context and
surrounding circumstances and the parties’ conduct.

Individuals authorized to use electronic or digital signatures under this Policy are responsible for
safeguarding any credentials, passwords, tokens, or authentication devices associated with their
electronic signature. Any suspected loss, theft, unauthorized use, or compromise of such
credentials must be reported immediately to the Town Manager or their designee. The Town
reserves the right to suspend or revoke electronic signature privileges upon suspected misuse,
compromise, or violation of this Policy.
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Electronic Records Management

The Town shall utilize software systems capable of maintaining sufficient metadata.

All records retention and public records law applicable to government records in hard copy
format apply equally to electronic records. All electronic records signed electronically shall be
maintained in accordance with the applicable North Carolina public records law and the Town's
adopted records retention schedule. Automatic retention and disposition features shall not be
used unless first approved by the Town Manager.

Preaudit Statement

The Town Council has provided that the Town’s Finance Director may sign the preaudit
certificate on internal town documents through the use of facsimile signature machines, a
signature stamp, or similar device in accordance with N.C.G.S. §159-28.1.
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